
KuppingerCole Report

EXECUTIVE VIEW
By John Tolbert

March 16,  2021

Synacor Cloud ID

Synacor offers Cloud ID as a highly capable and scalable Consumer Identity

and Access Management (CIAM) solution for the consumer services and

media streaming market. Their platform is fully multi-tenant SaaS that

provides consumer identity integration with many consumer, IoT, and Smart

Home devices. 
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1 Introduction

Consumer Identity and Access Management (CIAM) is an outgrowth from enterprise Identity and Access

Management (IAM) that has become a substantial market of its own. CIAM solutions are designed to meet

evolving technical requirements for businesses and other organizations that deal directly with consumers

and citizens. Many businesses and public sector organizations are finding that they must provide better

digital experiences for and gather more information about the consumers who are using their services.

Enterprises want to collect, store, and analyze data on consumers in order to create additional sales

opportunities and increase brand loyalty. 

Consumer IAM systems are designed to provision, authenticate, authorize, collect and store information

about consumers from across many domains. Unlike workforce IAM systems though, information about

these consumers often arrives from many unauthoritative sources. Information collected about consumers

can be used for many different purposes, such as authorization to resources, or for analysis to support

marketing campaigns, or Anti-Money Laundering (AML) initiatives. Moreover, CIAM systems must be able to

manage many millions of identities, and process potentially billions of logins and other transactions per day.

SaaS delivery of CIAM services is trending upwards and will likely remain the default choice for most

organizations.

The top features CIAM services provide are

Social logins: Allow users to login via Facebook, LinkedIn, Twitter, Google, Amazon, etc.

Multi-factor authentication: Email/phone/SMS OTP, mobile biometrics, behavioral biometrics, mobile

push apps, FIDO, risk-adaptive and continuous authentication, etc.

Risk adaptive authentication: Evaluation of runtime environmental parameters, user behavioral

analytics, and fraud/threat/compromised credential intelligence to match the appropriate

authentication mechanism to the level of business risk or as required by regulations.

Account recovery mechanisms: When consumers forget passwords, lose credentials, or change

devices, they need ways to get access to their accounts. Account recovery techniques include

Knowledge-Based Authentication (KBA; but it is recommended to avoid this method as it is usually

even less secure than password authentication), email/phone/SMS OTP, mobile push notifications,

and account linking.

Inclusion of 3rd-party fraud and compromised credential intelligence: Runtime evaluation of internal

or external cyber threat or fraud information, such as known bad IP addresses/domains,

compromised credentials, accounts suspected of fraud, fraud patterns, botnet behavior, etc., for the
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purpose of reducing the risk of fraud at the transaction level.

Identity analytics: Dashboards and reports on common identity attribute activities including failed

logins, consumer profile changes, credential changes, registration tracking, etc.

Business intelligence for marketing: Transformation of data about user activities into information for

marketers.

Privacy and consent management: Explicit user consent must be received for the use of their

information. Consumer account dashboards are common mechanisms for providing users with

consent monitoring, granting, and withdrawal options. Compliance with EU GDPR, Canada’s

PIPEDA, and California’s CCPA are notable drivers.

IoT device identity association: As IoT devices increase in popularity, consumers and business

customer users will have greater need to associate their IoT devices with their digital identities.

These identity associations between consumer and IoT objects will allow for more secure and

private use of smart home, wearables, medical, and even industrial devices.

IT departments should welcome CIAM initiatives, as they provide an opportunity for IT, usually considered a

“cost center”, to closely team with Marketing, a revenue producing center.
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2 Product Description

Synacor was founded in Buffalo, NY in 1998. Synacor is a cloud-based enterprise software company that

offers the Zimbra branded Email & Collaboration suite, in addition to their Cloud ID IAM platform. Cloud ID’s

main focus is consumer IAM integration with IoT devices, particularly set top boxes (STBs), smart TVs, and

home security systems. Currently, their target markets are broadband providers, media, entertainment,

consumer electronics, consumer fitness, and home automation. Synacor hosts Cloud ID as fully multi-tenant

SaaS in a multi-cloud architecture utilizing their own data centers, Amazon Web Services, and Oracle Cloud

across North America. Licensing is either by monthly active or registered users.

Synacor Cloud ID supports white-labeling for consistent customer branding. Consumers can be in-

provisioned in bulk with LDAP or other custom push/pull cloud-based APIs. Consumers can self-register,

and registration via social networks such as Facebook, Twitter, Google, LinkedIn, Amazon, and Microsoft

are available. Synacor adheres to the progressive profiling concept, whereby customers can obtain pertinent

information from consumers as needed rather than trying to get complete profile information at registration

time.

Cloud ID supports Android and iOS biometrics, email/phone/SMS OTP, Authy and Google Authenticators,

and social logins as multi-factor authentication (MFA) methods. JWT, OAuth, OpenID Connect, and SAML

can be used for federation. Synacor supports username/password-based authentication from desktop and

web browsers, STBs, Set Back Boxes (used in the hospitality industry), Smart TVs, Smart Speakers,

Automotive satellite/internet receivers, and Wi-Fi hotspots. Synacor integrates their industry-standard APIs

with open source mobile SDK for customers. 

In-network compromised credential intelligence, Cloud ID interoperates with NuData and Google

RECAPTCHA which are used for reducing fraud risks. Additional sources can be configured via APIs.

Customers can enable automatic account lockout for specifiable numbers of failed logins, environment

context authorization via concurrency monitoring and resource utilization monitoring. Customers can choose

to mandate MFA as needed in authentication policies. Brute force attack prevention is built-in.

Businesses in the industries that Synacor focuses on experience massive spikes in registrations, device

associations, and account recoveries at certain times of the year, such as during holiday gift giving or

promotional product launches. User self-service is a must-have for scalability and efficiency in these high-

demand scenarios. Synacor provides tools for customers to offer consumer portals for managing consumer

account security and privacy. For account recovery, consumers can set up “security questions” (Knowledge-

Based Authentication, or KBA), link multiple accounts, and receive OTPs over email, phone, or SMS. Mobile

push notifications are not used for account recovery.

Consent management is a paramount concern for many organizations. Privacy regulations such as GDPR,

PIPEDA, and CCPA are in effect, and new regulations are on the horizon in many regions around the world.
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Cloud ID allows consumers to view, edit, and delete personal information. Granular social media attribute

selection is not possible. Complex family management can be configured by customers, allowing for

parent/guardian control over minors’ access to content. For example, device management views permit

heads of households to configure parental controls and authorize specific apps for dependents. For

telecommunications use cases, Cloud ID can present different views based on the authenticated identity for

situations where children may use their parents’ phones. Cloud ID creates and maintains opaque IDs to

shield customers from obtaining and storing personal data of their consumers. Cloud ID obtains consent to

broker one digital identity for use in other ecosystems. Cloud ID can thus help customers comply with

regulations such as COPPA as well as CCPA and GPDR. 

Business and consumer trends have shifted and technology vendors have adapted over the past year. The

deployment of in-app purchases and paywalls have increased, creating greater needs for intuitive but

secure CIAM especially in the areas of home fitness products, education, and media streaming. Most of

Synacor’s customers have existing IAM solutions for workforce applications. However, they look for

specialty CIAM services to meet the rapidly evolving business requirements and to handle identity

integrations with new devices as they are released. 

Synacor Cloud ID can provide identity analytics to customers. Canned reports include summaries of failed

login attempts, consumer profile changes, credential-less sign-on, credential additions/changes, daily

registrations and conversions, and authorization events. Marketing analytics capabilities depend on

exporting raw data and configuring 3rd-party tools. Kafka is primarily used for these functions but there are

no out-of-the-box connectors to analytics programs. For application connectivity, REST, RPC, SOAP,

WebAuthn, and Webhooks communications and CSV/JSON/XML formats are supported. Output to

customer SIEMs, however, is not directly available.

Smart consumer devices are proliferating and the need for associating device identities to human identities

is expanding. Consumers expect to be able to use existing digital IDs seamlessly and safely with newly

purchased electronics. IETF’s OAuth2 Device Flow (OA2DF) is a widely accepted standard that is

implemented by device manufacturers for the purpose of device-to-human identity association. Synacor

Clould ID supports OA2DF and works with device manufacturers as needed to customize and extend these

capabilities. IoT device identity management is more complex than simple one-to-one pairings. Home

automation devices, electronics, fitness gear, etc. are often used by multiple people within the same

household, so one-to-many and many-to-many management schemes are necessary to support real-world

identity relationships. Synacor Cloud ID can act as an identity broker, federating authentication and access

between vendor identity ecosystems. For example, Cloud ID can serve as an identity proxy between

Amazon Alexa, Google Home, and Apple Sign In.

Moreover, the types of identity relationships, resources and permissions to them can vary significantly. For

example, media content may be paid for via in-app purchases and may be shareable among family

members. Other media content may be limited by subscription rates, and the head of household should

choose which household members can access it and from which devices. Parents may choose to restrict

what younger children can view. Smart fitness devices may have multiple users per household and may log

usage statistics and health information of users individually. This type of information is sensitive and must

be protected in accordance with regulations. Corporate customers are keen to detect and eliminate over-
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sharing, which occurs when persons outside a subscriber family unit use authenticated credentials to gain

access to content without properly obtaining a subscription. Synacor Cloud ID thus facilitates managing

such relationships between smart devices and the people who use them.
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3 Strengths and Challenges

Synacor Cloud ID is SSAE 18 SOC Type 1 and 2 attested. Synacor is one of the larger CIAM solution

providers that many in the wider IAM field may not know about; however, they support 150M+ users across

many major brands. Though initially focused on the North American market, Synacor is branching out and

picking up customers in other regions, most recently Asia-Pacific. The solution is scalable and is fine-tuned

for telco, media content provider, home automation, consumer electronics, and fitness gear manufacturer

types of customers. 

Synacor Cloud ID is customer accessible via flexible and documented APIs. Default reporting functions

cover most major areas of interest, and customers can export data for further analysis by external identity

and marketing analytics tools. 

Support for FIDO authentication, mobile push, and a full-featured mobile SDK may be beneficial for some

customers. Containerization is on the near-term roadmap, which will modernize the architecture and expand

capacity for rapid auto-scaling.

Synacor aims to provide tools to consumer-facing companies that allow their users to manage access

appropriately in an efficient and intuitive way. Synacor has support for advanced use cases in family

management, identity relationship management, and many home automation/entertainment/fitness devices.

Because of their experience working with many device manufacturers, Synacor can quickly provide identity

integrations for new consumer products as they roll out. Companies in these industries with requirements for

device identity integration should consider Synacor Cloud ID for their Consumer Identity and Access

Management needs. 
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Strengths

Deep integration with popular consumer IoT products such as smart TVs, STBs, home automation,

home security, and fitness equipment

Complex family management capabilities for subscription and content control

Identity relationship management covering one-to-one, one-to-many, and many-to-many device usage

and management use cases

User-friendly MFA options for consumers

Controls for customers to detect and stop over-sharing of content

Good API support covering most relevant methods and formats

SOC 2 Type 2 certified cloud hosting

Tight mapping of functionality to business requirements of target market provides good value for their

customers

Integration with fraud reduction intelligence services for ATO protection

Challenges

Data center hosting limited to North America, but available globally on a public cloud

FIDO not supported, no mobile SDK

Does not integrate with SIEMs
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4 Related Research

Buyer’s Compass: Consumer Identity and Access Management Solutions - 80111
Leadership Brief: 5 Steps to Consumer Identity and Access Management - 72549
Leadership Compass: CIAM Platforms - 80040
Leadership Compass: Consumer Authentication – 80061
Leadership Compass: Identity API Platforms - 79012
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https://plus.kuppingercole.com/article/lc80061/consumer-authentication/
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deep analysis, positions presented in this document will be subject to refinements or even major changes.

KuppingerCole disclaim all warranties as to the completeness, accuracy and/or adequacy of this

information. Even if KuppingerCole research documents may discuss legal issues related to information
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contained in this document. Any opinion expressed may be subject to change without notice. All product and

company names are trademarksTM or registered® trademarks of their respective holders. Use of them does

not imply any affiliation with or endorsement by them.

KuppingerCole Analysts support IT professionals with outstanding expertise in defining IT strategies and

in relevant decision-making processes. As a leading analyst ompany, KuppingerCole provides first-hand

vendor-neutral information. Our services allow you to feel comfortable and secure in taking decisions

essential to your business. 

KuppingerCole, founded back in 2004, is a global, independent analyst organization headquartered in

Europe. We specialize in providing vendor-neutral advice, expertise, thought leadership, and practical

relevance in Cybersecurity, Digital Identity & IAM (Identity and Access Management), Cloud Risk and

Security, and Artificial Intelligence, as well as for all technologies fostering Digital Transformation. We

support companies, corporate users, integrators and software manufacturers in meeting both tactical and

strategic challenges and make better decisions for the success of their business. Maintaining a balance

between immediate implementation and long-term viability is at the heart of our philosophy.

For further information, please contact clients@kuppingercole.com.
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